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Social Discrimination

How your bank could be discouraging borrowers and
job seekers through social media ad targeting

MAGINE THIS: You are the bank’s compliance officer and receive the latest

mortgage advertisement from your marketing department for approval. As

you review the copy and images, you notice the targeted audience for the

ad is “white male home buyers with an income of at least $100,000 living in
only affluent zip codes” Within seconds, you would be on the phone explaining
to the marketing team that the ad violates the Fair Housing and Equal Credit
Opportunity Acts and likely lead to trouble at the next compliance examination.

“This would never happen at my
bank,” you may think, after years spent
training the marketing team on fair
lending and creating policies to prevent
discrimination. You personally review
each ad’s content to prevent discrimina-
tion. But what about the online settings
in social media profiles that only one
person (possibly a summer intern) in
the bank knows how to access? Social
media ad targeting could be creating
hidden fair lending, fair housing and
employment discrimination violations.
Your bank may be engaged in social
discrimination.

Facebook and Fair Housing
In August 2018, the US. Department

of Housing and Urban Development
(HUD) filed a formal complaint against
Facebook, the social media giant with
over 2.2 billion worldwide users, Of
those users, 214 million live in the Unit-
ed States,' equating to 65.8 percent of the
population. The HUD complaint cites
Facebook for “violating the Fair Hous-
ing Act by allowing landlords and home
sellers to use its advertising platform to
engage in housing discrimination”” The
complaint alleges discrimination against
a variety of protected classes including
race, color, religion, sex, familial status,
national origin, disability and zip code.
In HUD's press release issued at the time
of the complaint, HUD's Assistant Sec-
retary for Fair Housing and Equal Op-
portunity, Anna Maria Farias, explained
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“when Facebook uses the vast amount of
personal data it collects to help advertis-
ers discriminate, it’s the same as slam-
ming the door in someone’s face.”

So how did Facebook facilitate alleged
housing discrimination? The HUD
complaint outlines how Facebook’s ad-
vertising platform allows landlords and
sellers to use ad targeting to select which
people see or are excluded from seeing
advertising related to renting or buying
a home. The complaint also provides
numerous examples of ads that excduded
individuals with interests like “deaf cul-
ture)” “Hinduism,” “Latin America," and
“Christian Church” Other settings al-
lowed advertisers to prevent women and
people with children from seeing ads or
to target ads to only zip codes that were
not majority-minority.

HUD's action comes after a two-year
period of scrutiny and investigation into
how Facebook’s ad targeting criteria
could be used to facilitate discrimina-
tion. Starting in October 2016, Pro-
Publica, a nonprofit news outlet, brought
to light that many of the criteria that
Facebook allows for ad targeting can also
create discriminatory impact.” At that
time, Facebook induded “ethnic affin-
ity" as a demographic category, whereby
Facebook would assign an ethnicity
affinity factor (e.g. African American,
Asian American, Hispanic, etc.) to indi-
vidual users based on the user’s history
of page and post likes on its platform,
Third-party advertisers could then use

this “ethnic affinity” to target ads for a
variety of products and services, includ-
ing housing, loans and job opportunities.
In response to ProPublica’s investigation,
Facebook committed to build tools to
detect discriminatory advertising in rela-
tion to housing, credit and employment
and offer more education to its third-
party advertisers.’

A year went by under the terms of
this voluntary pledge by Facebook. Pro-
Publica then re-tested the ad targeting
platform in November 2017 and found
that potential discriminatory factors
were still incdluded and that the prom-
ised measures for users to “self-certify”
their compliance with Facebook’s anti-
discrimination policies had not been im-
plemented.” In response to ProPublica’s
findings, the Attorney General of the
State of Washington conducted its own
investigation and, in July 2018, entered
into a legally binding agreement with
Facebook, wherein the company has
committed to make significant changes
within 90 days to remove the ability of
third-party advertisers to exclude “ethnic
and religious minorities, immigrants,
LGBTQ individuals and other protected
groups from seeing their ads.” While the
agreement is only enforceable in Wash-
ington, Facebook plans to make the
changes nationwide.” Progress is being
made—or so it seems,

Less than a month later, HUD issued
its complaint along with a referral to the
US. Attorney for the Southemn District of
New York. HUD's complaint was quickly
followed by a separate complaint to the
Equal Opportunity Employment Com-
mission by the ACLU and others in Sep-
tember 2018, claiming that Facebook’s
ad platform had been used to target job
opportunity advertising to only white
males and younger applicants, excluding
individuals based on gender and age.*
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Why It Matters to Your Bank
Seems like Facebook has had a tough couple

of years, at least in relation to discriminatory
advertising allegations. So, what does this mean
for your bank?

First, if your bank uses social media advertis-
ing, a policy stating that you dont discriminate
is not sufficient. Reviewing the content of indi-
vidual ads may also not adequately manage fair
housing and fair lending risk. To ensure that
your bank is not creating social discrimination,
your compliance reviews must include a de-
tailed analysis of the settings within your social
media ad targeting platforms, likely for each ad.
You must also document these settings to prove
that you didn't use them in a discriminatory
way when sending out social media marketing.

During a recent conversation with a bank
compliance officer, she shared that during her
compliance examination, the examiners had
not only asked to see her social media policy,
but also wanted a screenshot of the ad targeting
parameters for each ad run on a social media
platform. While she shared that her social me-
dia policy and procedures prohibited the bank
from using ad targeting, when she chatted with
her marketing department, she was surprised to
find they had been using ad targeting features
for months. Luckily, no protected dass factors
had been used—but what if they had?

Second, in most cases, compliance officers
are not reviewing every single social media post
to ensure compliance with non-discriminatory
requirements, Often, a bank may establish
guidelines and parameters to prevent compli-
ance violations, Do those guidelines include ad

to zip codes that were not

majority-minority.

targeting settings? How often are they being
reviewed? Seems like it’s a good time to take a
closer look and make any adjustments to tighten
up these guidelines,

Third, you may need to re-train your staff,
specifically anyone managing social media or
human resources, on how certain ad targets can
create a disparate impact or discriminate against
potential borrowers or job seckers, While overt
demographics like race, gender and age tend to
be easy to spot, some factors are more subtle.
The HUD complaint also lists targeted criteria
like “child care;” “parenting” and “accessibility” as
terms that could be inferred as part of a protected
class that may not be as obviously discriminatory
upon first glance to your staff.

Lastly, if your bank uses an ad agency, out-
sources social media management or allows
third parties to market your products and ser-
vices, the risk only grows. While most banks
have expansive due diligence programs in place
to evaluate risks related to third parties, those
policies and procedures may or may not include
tracking of advertising and, more specifically,
social media ad targeting,

More than Facebook

While the recent investigations have focused
on Facebook ad targeting, it is important to
remember that Facebook is not the only social
media platform. Many social media and online
advertising services have similar ad targeting
features. Just investigating Facebook settings
during your marketing review may not be
enough. Does your bank use Twitter to adver-
tise? How about Snapchat, Instagram, YouTube,

Google Ads? The list goes on.

Also, it’s important to remember that along
with housing and lending discrimination, em-
ployment discrimination is a key concern as
well. Many banks utilize LinkedIn and similar
platforms to promote job opportunities in local
communities. It bears investigation by your legal
or compliance team to ensure that posts on these
platforms are shared without any prohibited or
discriminatory factors included in their targeting,

As with any emerging compliance issue,
it may take a while before official guidance is
provided on how best to manage social dis-
crimination risk in advertising and other areas.
However, that does not shield your bank from
ensuring that you've established sufficient and
comprehensive practices and procedures to
identify risks related to social media advertising.
Take a few minutes to discuss with your mar-
keting department and see if they are using ad
targeting features and then institute controls to
keep your bank from ending up with a fair lend-
ing, fair housing or employment discrimination
violation. For more information, see the article
on Digital Compliant Marketing by Renee W.
Huffaker, CPA, CRCM on page 18 of this issue
of ABA Bank Compliance magazine. m
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